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Network Measurement

• Aka: Information and Communication Technology 
Research (ICTR)

• Measurements involving subjects connected via a 
network (e.g., human behaviour studies, malware 
analysis, censorship). See (*) for example.

• Measurements can be 
• active or passive
• user-side, server-side, or between them

(*) https://conferences.sigcomm.org/imc/2018/cfp/



The Belmont Report

• (1979) A seminal guide for ethical research in the 
biomedical and behavioral sciences



The Menlo Report

• (2012) Ethics for ICTR research that has the 
potential to harm humans (directly or indirectly)



Ethical Challenges

• Scale
• Speed
• Tight-coupling
• Decentralisation
• Spatial Distribution
• Opacity



Ethical Guidelines:
Respect for Persons



Ethical Guidelines:
Beneficence



Ethical Guidelines:
Justice



Ethical Guidelines:
Respect for Law and Public Interest


